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ver administration, including
sts, and writing Apache extensions.

asic and advanced configuration directives.

how to effectively work with and monitor the Apache server.
how to implement Apache modules.

Course,Objecti
Q he Server Administration will teach you:

After completing this course, youwill be able to apply your Apache
administration knowledge to configure afully functional and robust
Apache server and diagnose a variety of access and performance
problems.
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Course Structure

This course is a three-day, lecture and lab intensive, fast track curriculum.
Lectures follow the structure of the class's text, with labs and question and
answer sessions woven in after each chapter.

About International Technology Solutions

Since 1994, International Technology Solutions Inc. (ITS) has™®
providing training and consulting services to Fortune 500 cg

Ericsson Inc, Fujitsu, Lucent Technologies, Nortel
many more.

Our corporate mission is to provide high-q
solutions that increase efficiency and pr
investment for our clients.

ITS is committed to providing sup: fio
related services. Our main goal i

ITS offers an entire
or administrator. Th

rk"Administration

indows Integration with Samba

e Web Server Administration
roduction to Linux Development

Linux Systems Programming

Linux Kernel Programming

Linux Device Driver Programming

For these courses, plus many more, please visit us on the Internet at
http://www.itsinc-us.com/.

© International Technology Solutions Inc. 2 Apache_sw_1.3.14 9/10/01



Table of Contents

WELCOME

WELCOME TO APACHE WEB SERVER ADMINISTRATION
COURSE OBJECTIVES

COURSE STRUCTURE

ABOUT INTERNATIONAL TECHNOLOGY SOLUTIONS
TABLE OF CONTENTS

CHAPTER 1: INTRODUCTION

CHAPTER OVERVIEW

CHAPTER OBJECTIVES

OVERVIEW

APACHE'S STRENGTH WORLD -WIDE
APACHE'S OPERATING SYSTEMS
FEATURES

COMPARISON TO OTHER SERVERS
CHAPTER SUMMARY

CHAPTER 2: APACHE INSTALLAT

H
w 'I:B‘.Ooooom\l\l

CHAPTER OVERVIEW 13
CHAPTER OBJECTIVES 13
PLACING YOUR WEB SERVERS 14
UNTRUSTED USERS 14
OBTAINING APACHE 15

OBTAINING APACHE
COMPILING AND IN
COMPILING APA
APACHE BINA
EXECUTAB
MODULES

>

m

=
ERN660 G

23

23

24

25

27

27

27

28

PLE DIRECTIVES 28
BLOCK DIRECTIVES 28
DIRECTORY LEVEL CONAGURATION 30
SERVER CONFIGURATION 31
SELECTING A SERVER TYPE 31
CHOOSING THE HTTP PORT NUMBER 31
HOSTNAME LOOKUPS 32

© International Technology Solutions Inc. 3 Apache_sw_1.3.14 9/10/01



CHOOSING THE SERVER’S USER AND GROUP
SETTING THE SERVER'S MAIN DIRECTORY
SELECTING SERVER INFORMATION FILES
SETTING THE DOCUMENT CONTENT DIRECTORY
SPECIFYING THE DEFAULT DIRECTORY FILENAMES
SETTING LOCK FILES

DEFINING HOSTNAMES

CACHE CONFIGURATION

SELECTING CONNECTION VALUES

NUMBER OF SERVER PROCESSES

SPECIFIC ADDRESS BINDING

CUSTOMIZING ERROR RESPONSES
USER-SPECIFIC WEB PAGES

DISABLING AND ENABLI NG USERS

DIRECTORY SPECIFICATION

CGI PROGRAMS

SERVER SIDE INCLUDES

CHAPTER SUMMARY

CHAPTER 4: EFFECTIVELY WORKING WITH

Q 43
CHAPTER INTRODUCTION 43
CHAPTER OBJECTIVES 43
CONTROLLING APACHE 44
APACHECTL 44

SYSTEM V SCRIPT
APACHE COMMAND-LINE PARAMET

D
[N

588 LBRERRRBEKE

N
N

WORKING WITH THE APACHE LOG 48
THE ERROR LOG 48
THE ACCESS LOG 49
CHAPTER SUMMARY 52
CHAPTER 5: VIRTUAR HOSE S 53
CHAPTER OVE 53
CHAPTER 53
54

54

55

56

57

58

58

59

ING VIRTUAL HOSTING METHODS 60
FICIENT IPADDRESS BASED VIRTUAL HOSTING 61
LIMITATIONS 62

Fl DESCRIPTOR LIMITS 62
IPADDRESSLIMITS 63
CHAPTER SUMMARY 64
CHAPTER 6: ADVANCED CONFIGURATION 65
CHAPTER OVERVIEW 65

© International Technology Solutions Inc. 4

Apache_sw_1.3.14_9/10/01



CHAPTER OBJECTIVES 65

CONDITIONAL DIRECTIVES 66
TESTING FOR CONDITIONS 66
TESTING FOR MODULES 67
MODIFYING THE ENVIRONMENT 68
BROWSER MATCHING 68
PASSING THE ENVIRONM ENT ON 69
APACHE HANDLERS 70

ASSOCIATING ICONSWITH FILES
ASSOCIATING DESCRIPTIONSWITH FILES

SPECIAL DIRECTORY FILES 76
EXCLUDING FILES 76
DELIVERING BROWSER-SENSITIVE CONTENT 77
ENCODING 77
LANGUAGE 77
MEDIA TYPE 79
CHAPTER SUMMARY 80
CHAPTER 7: PERFORMANCE A CcuU 81
CHAPTER OVERVIEW 81
CHAPTER OBJECTIVES 81

HANDLERS 70
ASSOCIATING WITH FILES 71
CREATING HANDLERS

REDIRECTING CONTENT 7
SIMPLE ALIASES

PATTERN ALIASES 73
REDIRECTS 74
FANCY INDEXING 75

APACHE'SSECURITY AN RF CE LS 82
HARDWARE AND PLATEORM '€ON 82
PERFORMANCE TUN 84
RUN-TIME TUNIN &4
SECURITY 87
RESTRICTING AC 87
SETTING A SSO ON 83
ENABLING SS O DOCUMENTS 0
(0]0) CT RMISSIONS 0

91

TER SU AR 92

: URL REWRITING 93

PTER OVERVIEW 93
APTER OBJECTIVES 93

L REWRITING ENGINE 94

R RITING FUNDAMENTALS A
COMMON REWRITING NEEDS 98
TRAILING SLASHES 98
USERS ON ANOTHER SERVER 9
REDIRECT INVALID URLS 9
TIME ISIMPORTANT 100
FAKING STATIC PAGES 100
CHAPTER SUMMARY 101

© International Technology Solutions Inc. 5 Apache_sw_1.3.14 9/10/01



APPENDICES

LAB 1: INTRODUCTION

PART A (5 MINUTES)

LAB 2: APACHE INSTALLATION
PART A (10 MINUTES)

PART B (30-45 MINUTES)

LAB 3: APACHE CONFIGURATION
PART A (5 MINUTES)

PART B (40 MINUTES)

LAB 4: EFFECTIVELY WORKING WITH APACHE
PART A (5 MINUTES)

PART B (15 MINUTES)

PART C (30 MINUTES)

LAB 5: VIRTUAL HOSTS

PART A (10 MINUTES)

PART B (45 MINUTES)

PART C (15 MINUTES)

LAB 6: ADVANCED CONFIGURATION

PART A (5 MINUTES)

PART B (15 MINUTES)

PART C (15 MINUTES)

LAB 7: PERFORMANCE AND SECURITY

PART A (5 MINUTES)

PART B (45 MINUTES)

PART C (30 MINUTES)

LAB 8 URL REWRITING AND CUMUL L

PART A (5 MINUTES)

PART B (90 MINUTES)
CHALLENGE 1 (90 MINUTES)

REFERENCES

Nik

© International Technology Solutions Inc. 6 Apache_sw_1.3.14 9/10/01



Chapter 1.
Introduction

Chapter Overview

Before using A it i iew the features it offers and how
it compares t@ oth is chapter, you'll see the benefits Apache
[ [ how Apache compares to other web

Chapter Objective
fter pléting this chapter, you will be able to:
ribe the Apache web server.
- ¥list Apache's features.
. compare Apache with other Web servers.
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Overview

The Apache web server began ssimply: to provide an opensource Web
server for Linux and other opensource operating systems. Originally
developed by the Apache Group, the Apache web server met that goal.

Today, Apache has grown far beyond its original scope. Currently fung
by the Apache Software Foundation (ht t p: / / www. apache. o

the Apache web server is just one piece of alarger suite of many Inte
oriented, open-source projects.
Apache's strength world -wide

Apache is a commercia-grade server actively desig
debugged by volunteers worldwide. Apache

Linux, but the Apach
FreeBSD ,Op

ows N'T/2000 and 9x
etware 5.x

0Ss/2

Macintosh

BeOS

SCO
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Features

There are numerous reasons to use Apache. Apacheis:
a powerful, flexible, HTTP/1.1-compliant web server.

amodern server, implementing the latest protocols, including
HTTP/1.1 (RFC2616).

highly configurable and extensible with third-party modules.

very customizable with 'modules conforming to the
module API.

free, provides full source code, and comes with an tin
license.

actively developed by dedicated vol

robust because it encourages u
reports, and patches. Sy

powerful as it implements
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Comparison to Other Servers

The overwhelming majority of Internet sites use Apache. That statistic
alone speaks for Apache's strength over other web servers. As The
Apache Software Foundation says:

"Apache has been shown to be substantially faster, more stabl
and more feature-full than many other web servers. Alt
certain commercial servers have claimed to surpass Apac
speed (it has not been demonstrated that any gof

than an extremely-fast server that costs tho
Apache is run on sites that get millions of hits
have experienced no performance difficulies.”

Independent third-party evaluations hav that Ap celsin:
CGl execution.
configuration capability.
Security.

However, Apache u oriented model that, for
static pages and some'@arc akes it a poor performer.
Fortunately, the dation recognizes these
performancearri orks to improve them.

Nik
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Chapter Summary

Apache is awidely used, stable, and robust Web server. After five years
of development, Apache evolved arich set of configuration and

performance features that make it a top choice for high- volume web sites
around the world.

Apache excelsin CGI script execution and security, but lacks so

performance because of its process-oriented model. Because volun
devel opers worldwide care about Apache's success on a dail yfbe
performance barriers are rapidly being removed in favor of

© International Technology Solutions Inc. 11 Apache_sw_1.3.14_9/10/01
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Chapter 2: Q
Apache Installation$< |

Chapter Overview

ing this chapter, you will be able to:

escribe what factors influence web server placement on a
network.

install Apache from either tar or rpm archives.
configure your system to start Apache at boot.
test Apache's configuration.

© International Technology Solutions Inc. 13 Apache_sw_1.3.14 9/10/01



Placing your Web Servers

Y our Apache web server will provide information to a base set of users.
In most cases, you will not trust the users accessing your web site, such as
when you're serving pages to the Internet. In some cases, however, you
will trust some (maybe all) of the users connecting to your site, such as

an Intranet.

Untrusted users

When you will serve pages to any untrusted users, you'll negd
several precautions to prevent unauthorized access to ‘

The genera architecture for sites with untrusted usefs is:

witdh SR Ers O ninssed nelwi i

/\

| L 2.1

2 -

I
4 i
% d '::'if?' *?;ff'fji:n FL
N\

rushed sArYErs
nasted Wik Mons
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Y ou should secure your web server by:
turning off unneeded services (for example, telnet).

ensuring that Apache is correctly setup before placing the
server on the untrusted network.

Should a cracker defeat your security measures on one or more web
servers, your firewall will prevent the damage from immediately
flooding into your trusted network.

Obtaining Apache

Obtaining Apache

Y ou can download Apache from the World
on your Linux operating system CD. For R

Apache sweb site, ht t p: / / ht 4
version for the Apache web
more recent beta-test rel

© International Technology Solutions Inc. 15 Apache_sw_1.3.14_9/10/01



Compiling and Installing Apache

Before you can use the Apache web server, you will need to install the
server software. If you've downloaded the source code, you'll need to
compile that; otherwise, you can simply install the server executables and
configuration files.

Compiling Apache
The Apache web site distributes the Apache source code in af€o

software is highly portable:

$ tar -zxf apache*. gz
$ cd apache* .
$ ./configure --prefix=PR

$ make
$ make install

In this example, you suppli ile-ti iguration parameter to

ol want the server binaries to
tion, but you can. There are mary
eters, given in the README file

veniently packaged. Y ou can also download these binaries from the
ache web site.

For example, on a Red Hat Linux system, the following is appropriate:

$ mount /mmt/cdrom
$ cd / mt/cdrom RedHat / RPMS
$ rpm —i vh apache*

The distribution will put the binary (ht t pd) and the standard
configurationfiles in your system-specific directories.

© International Technology Solutions Inc. 16 Apache_sw_1.3.14_9/10/01



Executable and configuration file locations

The table below shows the standard Red Hat directories for Apache and its
files. The paths leading to these directories vary with distribution, but the
overall structure remains the same.

Although it is possible to move any of the files to other directories, it is
not normally advised. There may be many other files that will 0
modified to search for a new location.

Web site directories
Directory
/ home/ htt pd

/ home/ htt pd/ ht m
/ home/ htt pd/ cgi -bin

/ horre/ ht t pd/ ht m / manuat che\Web server manual

Configuration files
Directory
.htaccess

‘Description

Directory-based configuration
files. A .ht access file holds
directives to control accessto
files within the directory in
which it is located

Directory for Apache Web
server configuration

Primary apache Web server
configuration file

Application files

Directory Description

[ usr/sbin Location of the Apache Web
server program file and
utilities

[ usr/ doc Apache Web server

documentation

[var/log/http Location of Apache log files

© International Technology Solutions Inc. 17 Apache_sw_1.3.14_9/10/01



Modules

Y ou can have particular "modules,” which are smply extensions to
Apache's base code, dynamically linked at run-time. These modules have
already been compiled, but they're not actually part of the Apache
executable. Instead, you must explicitly load them into a running server
with the LoadMbdul e directive, as shown below:

LoadModul e nod_nane nodul es/ nod_nane. so

LoadModul e
LoadModul e
LoadModul e

vhost _al i as_nodul e
env_nodul e
config_|l og_nodul e
LoadModul e agent _| og_nodul e
LoadModul e referer_I og_nodul e
#LoadMbdul e m ne_nagi c_nodul e
LoadModul e m me_nodul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e
LoadModul e,
#LoadModul
LoadMbdul e ¢

st at us_nodul e
i nf o_nodul e
i ncl udes_no
aut oi ndex

gest _nodul e
oxy_nodul e
cern_met a_nodul e
ul e expires_nodul e
ul e headers_nodul e
dul e usertrack_nodul e
adMbdul e exanpl e_nodul e
LoadModul e uni que_i d_nodul e
LoadModul e setenvif_nodul e
#LoadMbdul e bandwi dt h_nodul e
#LoadModul e put _nodul e

# Extra Mdul es
#LoadModul e perl _nodul e
#LoadMbdul e php_nodul e
#LoadModul e php3_nodul e

# LoadMbdul e foo_nodul e nodul es/ nod_f 0o. so
#LoadMbdul e mrap_stati c_nodul e nmodul es/ nod_|

negoti ati on_nodul e_r

nmodul es/ mod_vh
nmodul es/ nod_en
nmodul es/ nod_| og

ul*es/ nmod_i map. so
nodul es/ nod_act i ons. so
dul es/ nod_spel i ng. so
nodul es/ nod_userdir. so
nmodul es/ nod_al i as. so
nmodul es/ mod_rewite. so
nmodul es/ nod_access. so
nodul es/ nod_aut h. so
nmodul es/ nod_aut h_anon. so
nmodul es/ nod_aut h_db. so
nodul es/ nod_di gest . so
nmodul es/ | i bproxy. so
nmodul es/ nod_cern_net a. so
nodul es/ nod_expi res. so
modul es/ mod_header s. so
nodul es/ nod_usertrack. so
nodul es/ mod_exanpl e. so
nmodul es/ nod_uni que_i d. so
nmodul es/ nod_set envi f. so
nmodul es/ nod_bandwi dt h. so
modul es/ mod_put . so

nodul es/ i bperl . so
nmodul es/ mod_php. so
nodul es/ |'i bphp3. so

© International Technology Solutions Inc. 18
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The server can have modules compiled in but not in use. To actually use
these modules, specify them with the AddModul e directive. The
defaults, shown below, are acceptable for many sites.

AddModul e nod_env. c

AddMbdul e
AddModul e
AddModul e
AddModul e
AddMbdul e
AddModul e
AddMbdul e
AddMbdul e
AddMbdul e
AddMbdul e
AddModul e
#AddModul e nod_spel
AddModul e nod_user
AddModul e nod_al i
AddModul e nod
AddMbdul e
AddMbdul e
AddMbdu
AddModul

nod_mi nme. ¢

nod_st at us
nmod_i nfo.c

nod _dir.c
nod_cgi.c
nod_asi s. c
nod_i map. ¢

ule nmod_so.c

#AddModul e nmod_put. c
# Extra Modul es

#AddModul e nod_per| .
#AddModul e nmod_php. c

nod_i ncl ude. c
nod_aut oi ndex. ¢

nod_acti ons,

ul efinod_usertrack. c
nod_exanpl e. ¢
dul e nod_uni que_id.c

dul e nod_setenvif.c
ddModul e nod_bandwi dt h. ¢

c

#AddModul e nmod_php3. c

#AddModul e nmod_mmap_static.c
AddModul e nod_vhost _alias.c

AddMbdul e nod_I og_config.c
AddModul e nod_| og_agent. c

AddModul e nod_| og_referer.c
#AddModul e mod_m ne_nmgi c. ¢

nod_negoti ation.c
.C

$QJ

Y ou should maintain synchronization between the LoadModul e and
AddModul e sections. Specificaly, if you don't need a module, comment

it out in both sections.

© International Technology Solutions Inc.
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Standard modules

The table below describes each of the standard modules:

Module

Description

http_core

One of two modules that must be statically linked,
which implements the Apache’ s basic core

nod_access

Provides access control based on originatin
hostname or IP address

nod_acti ons

Conditionally executes CGI scripts b o]
file s MIME type of the request meth

nod_al i as

Allows for redirection and mapping the
physical file system into logi tities ible
through the Web servent

nod_asi s

ed with ing any
aflus, Locat i on and

nod_aut h

d on username/password
ormation is stored in
} password is encrypted using

nod_autih

mous FTP, enabling predefined
ess to authenticated areas using avalid

2rovides access control based on username/password
pairs. The authentication information is stored in a
Berkeley DB binary database file, with encrypted
passwords

Provides access control based on username/password
pairs. The authentication information is stored in a
DBM binary database file, with encrypted passwords

d_aut hoi ndex | |mplements automatically generated directory

indexes

nod_cern_neta

Emulates Meta files, which contain HTTP header
information, as found in the origina CERN httpd

nod_cgi

Controls the execution of files that are parsed by the

CGIl script handler or that have a MIME type of x-
htt pd- cgi

© International Technology Solutions Inc. 20 Apache_sw_1.3.14_9/10/01




nod_di gest

Provides access control based on
username/password pairs. The authentication is
MD5-encrypted and stored in a plain text file

mod_di r Set the list of filenames that may be used if no
explicit filename is selected inaURL that
references a directory
nod_env

Controls environment variables passed to
scripts

nod_exanpl e

Illustrates how the server handl
references

nod_expires

Implements time limits on cached doc

using the Expires HIETP h

nod_headers

Enables custol

nod_i map

nod_i ncl ude

generation

ides a detailed summary of the server’s
configuration, including alist of actively loaded
modules and the current settings of every
directive defined within each module

Enables User Agent field logging from the
incoming client requests HTTP header

Enables a customized format for log file
information

nod_| og_referer

Enables Ref er er field' s logging from the
incoming client requests HTTP header

nod_ni e

Alters the handling of documents based on
predefined values or the file' s MIME type

nod_ni me_nmagi ¢

Similar to the UNIX fi | e command, this module
attempts to determine the file' s MIME type based
on afew bytes of the file's contents

© International Technology Solutions Inc.
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nod_negoti ation Provides for the conditional display of documents
based upon the Cont ent - Encodi ng,

Cont ent - Language, Content -Length,
and Cont ent - Type HTTP header fields

mod_pr oxy Implements a caching proxy server

mod_rewite Provides a flexible and extensible method

nod_set envi f Conditionally sets environm
on the various HTTP head

mod_so The only module other than
be statically compi ofl
contal ns the di EBlives

nmod_spel i ng

nod_st at us mary of each individual

es, including CPU and

mod_userdir ' )eations that can contain individual

cookies to track the progress of users
through aWeb site

Attempts to assign each client request a token that

_uniq i
is unique across all server processes on all
® machines within a cluster
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Starting and Testing Apache

Having the server installed is not enough; you must test the server and
configure your system to start Apache at boot.
Starting the server

There are several ways to start the Apache server at boot.

System V style

For Red Hat Linux, which uses a System V-style interf
at boot, you can configure Apache to start at boot wi

$ chkconfig -add httpd

This command presumes that the/ et ¢/ rc™d/ i ni t ht £pd file

exists. If you installed Apache with y iBution's r ended
method (for example, an RPM with | thisfile is placed
ks m an archive site

with:

With oth i Slackware, you'll need to manually add
start-up scripts. For example, assume you

shin/httpd &

u can start Apache without rebooting with:

$ httpd &

© International Technology Solutions Inc. 23 Apache_sw_1.3.14_9/10/01



Testing the server

Open a browser and load your site’s main page; if the screenshot below
appears, then your server is working:

Metscape: Test Page for the Apache Web Server on Red Hat Linu
File Edit Wiew Go Communicator

« =2 A @B 2 W I

Back  Fonyard  Reload Home search  Metscape Print e S '

_ ¢~ Bookmarks A Location: g‘_'[http:,-’,-’lncamustf ,.f| &7 What's Related
T & Mews ¢ Downloads ¢ Software ¢ Hardware ¢ Developers ¢ Help 4 Search 4
Test Page =

This page is nsed to test the proper operation of the Apache Web server after it has been installed.

If you can read this page, it mesns that the Apache Web server installed at this site iz working
propetly.

If you are the administrator of this website:

¥ om may now add content to thiz directory, snd replace this page. MNote that wntl you
do g0, people vigiting wour webgite will see this page, and not your content.

If you are a member of the general public:

The fact that won are seeing this page indicates that the website you just vigited is
either experiencing problems, or iz undergoing rontine maintenance.

If o weould like to let the administrator of this website know that yon've seen this
page instead of the page you expected, you should send them e—madl. In general,
tail sent to the name "webmaster” and directed to the website’s domain should
reach the appropriate person.

For example, if you experienced problems while visiting s gnornovision. com, you
shovld zend e-mail to "webmaster@gnomovision. com".

The Apache documentation has been incloded with this distibuton.

For documentation and information on Fed Hat Linux, please vigit the Bed Hat, Tnc. webgite The
marmal for Fed Hat Linnx iz available here.

“on are free to nse the image below on an Apache-powered Web server. Thanks for using Apache!

wered by

...‘_:
o[ 1% b Jes @P E3 N2
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Chapter Summary

In this chapter, you learned how to obtain, compile, install, start, and test
the Apache distribution. These steps only get the standard server running;
additional configuration is possible through the run-time extensions
provided by modules. The LoadModul e and AddMbdul e directives,
held in Apache's configuration fileht t pd. conf , alow you to ater
run-time capabilities of the Apache server easily.

Q)Q
@
Nik
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Chapter 3:
Apache Confl

odwill see alarge collection of Apache's more popular
conf ioR P eters, and how they affect the operation of an Apache-

e configuration to your sites specific requirements.

h r @bjectives

After completing this chapter, you will be able to:
explain the difference between simple and block directives.
list and describe the use of common Apache directives.

enable CGI and SSI extensiors.
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Apache Directives

The Apache configuration file, ht t pd. conf , iscomprised of directives

that hold the Apache configuration operations. Directives alow you to
enter basic configuration information, such as your server name, or
perform more complex operations, such as implementing virtual hosts.

Since all directives and most of the options are case sensitive, it i
always use the exact format given to reduce syntax errors. A '#" at

beginning of line denotes a comment, and you may continu i
the next lineby usinga™ ".

Simple directives

Simple directives have global scope in Apache’'s ht t\pd. conf fileand

take the form of the directive name followed By optionS§The gyntax for a
simple directiveis: '

Directive Option Opti g%

|d

Irective takes an argument that specifies the
t to which the directives apply, and the terminating

<Bl ockDi rective Argunent . . .>
Directive Option .
Directive Option .

</ Bl ockDi rective>
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A couple of the more common block directives are listed below:

Block Directive

Description

<Directory nyDir>

Used to hold directives that apply to
the specified directory

<Virtual Host host addr ess>

Used to configure a specific virtual
host Web server, where host nangyi

name

<Files file(s)>

Applies directivesto o 3
files

© International Technology Solutions Inc.
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Directory level configuration

Directory configuration can be specified by either the block Di r ect ory
directive (shown in the table above) or by placinga. ht access file
within the directory you wish to configure.

The .htaccessfile

To establish directory configuration using the . ht acess file, s
create thisfile in the directory you want to configure and incl
pertinent directives.

TIP:
The. ht access fileinherits the configuration parameters of its
parent directory and any special configuration applied in the
ht t pd. conf file

N

Di sabling . htaccess use

The simpledirective Al | o ies whether per-directory
overrides apply. Adirect AllFowOverri de None

directory (and consedue directories of / hore/ ht t pd/ ), but
disables , ht ag cessf i home directories:

<E
</ Dite
<Di iectory /home/*/public_htnm >
| owOverride None
rectory>

TIP:
Y ou can change the directory access control filename from
. ht access withthe AccessFi | eNane directive. For example,
AccessFi | eNane . access satsthefilenameto. access.

© International Technology Solutions Inc. 30 Apache_sw_1.3.14 9/10/01



Server Configuration

Theht t pd. conf file holds most of Apache's configuration, and for a

typical Apache installation, many of the directives defaults can be left as-
is.
Older versions of Apache separated configuration into three files:
access. conf ,htt pd. conf,andsrm conf. Apache no lo
recommends this separation, and insists on keeping all configuration
information within ht t pd. conf .
Selecting aserver type

Apache allows you to choose how server daemons afe started t
HTTP requests, as seen below:

Server Type standal one
# ServerType inetd

an algorithmic scheme to
this reason, you should

Port 80
Port 8080 # also listen on port 8080

Y ou can use any number below 65535, as long as no other server is using
that port. The/ et c/ servi ces filelists the ports normally associated
with particular servers, and you should check this file before randomly
adding a new port.
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Hostname lookups

The Host naneLookup directive alows you to log clients by either IP
address or hostname. If you enable this directive, every incoming
connection will generate a DNS lookup to trandate the IP address into the
corresponding hostname. For example, 204. 62. 129. 132 will be
changed into wwv. apache. or g before writing information into th
files.

Enabling this feature greatly reduces the server’s response time,
you have no other way to resolve hostnames that may be reqt!
certain analysis or statistical programs, you should leave it s&
default of OF f :

Host nameLookups OfFf # Set to On to abl e

Choosing the server’s user a up

Apache doesn't have to run as the root u , You can use the
User and Gr oup directives to spe d group,

Y ou should change the ' r two reasons.

1. Running the ght user allows you to separate
the functi which is servicing HTTP requests)
from the [ [

, which is necessary in order to bind the server to port 80 and to
itch to the specified user and group. Other servers started by thisfirst
er will run as the user and group you set, such as below:

User www
G oup www
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Setting the server's main directory

The Ser ver Root directive specifies the directory that contains the
configuration files, log files, and the modules. The default for Red Hat
systems, shown below, normally shouldn't be modified:

ServerRoot /etc/httpd

nodul es directories don't reside in the parent dir
symbolic links to other directories in the filesystem.

Selecting server information files
Severa files hold Apache server informat

Processidentifier (PI1D) file

The Pi dFi | e directivej
record its process id [ ‘ Pache uses the Pi dFi | e
directive to store the
scripts, such as R ' /init.d/ httpd script, usethis
fileto find scripts might not be clever enough to
check thi file. Therefore, you should not modify

j ) without first checking your system scripts:

cess information. Linux doesn't require thisfile, but other
uresdo. Thisfilewill be created if needed, so it's safe to leave
default (below) alone:

ScoreBoardFil e /var/run/httpd. scoreboard
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Setting the document content directory

The Docunent Root directory specifies the directory tree from which
you will serve your documents. By default, all requests are taken from
this directory, but symbolic links and aliases may be used to point to other
locations:

Docunent Root /home/ htt pd/ ht m

Specifying the default directory filenames

TheDi rect oryl ndex directive specifies the filename(s) {to
pre-written HTML directory index. Separate multipl gsefitrie

Directorylndex index.html index.htm
i ndex. shtm i ndex. cgi

Apache looks for these files when a browser reguests a'dicectory and not a
specific file. The first file found in the ditee at matches'an entry in
theDi rect or yl ndex list is usedamy e files exists and the

| ndexes optionisin effect for t C
directory file index; otherwi : IS shown.

Setting lock file

to the Apache's lock-file. Apache
with either:

ur e script doesn't set these compilation flags for
manually forced these compilation flags for your

, you can ignore this directive. If you compiled with these
default directory is safe to leave unmodified.

ckFile /var/lock/httpd.I|ock

TIP:
The lock-file must reside on alocal disk;
it can't be on aremote (e.g., NFS) filesystem.
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Defining hostnames

Apache can send browsers a different hostname than the one they
requested.

Returning a different hostname

The Ser ver Nane directive specifies the hostname to return to all
browsers. You cannot just invent host names; you must have a vali
name. In the case where your server doesn't have aregistered DNS
you should set the ServerName directive to your server's IP &

Server Nane | ocal host

Canonical hosthames

TheUseCanoni cal Nane directive (sho
to enforce name consistency. When

enforces a consistent naming,
that validate by hostname., ¢

This header asks proxy servers to not cache
uture requests to the document will force content

heNegoti at edDocs # unconment to enabl e
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Selecting connection values

TheTi meout directive specifies the number of seconds that Apache will
hold a connection open between the receipt of a PUT or POST HTTP
request, the acknowledgement of sent messages, or while receiving an
incoming request. The default, shown below, can be reduced if you find
an excessive number of open idle connections:

Ti meout 300 # seconds before tineout

The KeepAl i ve directive instructs Apache to hold a connegfit

doesn’t need to be created for each request; therefore
the default value:

KeepAlive On

The MaxKeepAl i veRequest s diretiy
requests to allow during a persisteqts
unlimited amount. For maximu
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Number of server processes

Apache dynamically changes the number of server processes to
compensate for demand. Apache samples the number of servers and load
on each periodically, then algorithmically determines if more or less
servers are needed.

TheM nSpar eSer ver s and MaxSpar eSer ver directives can |jmi

M nSpar eServers 5
MaxSpar eServers 20

Start Servers 8

Using the values specified above, wi

processes will run, waiting for cofnectio requests arrive,
Apache will ensure that at | E to request connections.
When a request has [
will begin killing pro
is less than 20.

A\ connections arrive, Apache
gy of idle Web server processes

er of simultaneous server processes with
“"TheMaxCl i ent directive should be
site's normal load. The default of 150 is amost

ients 150

guest sPer Chi | d directive sets the number of requests

d server is alowed to process before the child dies. The child
exit to avoid any problems with bugs in the Apache server or the

em libraries Apache uses. Linux doesn't suffer from any known bugs,
but other notable systems (such as Solaris) do, and this directive should be
set for these systems:

MaxRequest sPer Chil d 100
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Specific address binding

TheLi st en directive alows you to bind Apache to specific IP addresses
and, optionally, ports. TheLi st en directive is more powerful than the

Por t directive, asit alows you to specify both the IP addresses and ports
you want Apache to monitor.

You will use this directive primarily when you have multiple networks
cards and want Apache to listen on different ports for each network
The Port directive, or the Listen directive with just a port numbe, i
Apache to listen on that port for al network cards. You '
scope by supplying an | P address and port, as shown b

Listen 8888 # all network interface
Listen 192.168.0.1:3000 # only the

pages, or externa redirec

messages. The

URL / m ssing. ht n
404 / m ssing. htm

) | i
# re
Er r'gg Doc
# r to a script or a
docunent using server-side-includes.
cunment 404 /cgi-bin/m ssing_handl er. plx
3) external redirects
Error Docunent 402 \
http://ww. renote.com error. htn
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User-Specific Web Pages

Apache allows you to specify which users can have their own web pages,
accessible with conventional tilde (~) notation; for example, a user named
"john" could access his particular user directory with the URL
http://ww. conpany. com ~j ohn/ .

Disabling and enabling users

TheUser Di r directive can explicitly allow or deny userna '

di sabl ed.

The keyword di sabl ed without a user listing will
to-path trandations except those explicitly named wit
keyword. The following directive will tutn of
you to specifically enable the users wha

UserDir di sabl ed

If you usethedi sabl ed :
username list, those listedd ave directory trandation

ved clause.

&8Wwill have directory transation performed even if a global
ffect, but not if they also appear inadi sabl ed clause.

helielq ving directive disables all users except "john":

UserDir di sabl ed
UserDi r enabl ed john nm ke
UserDir di sabl ed ni ke
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Directory specification

If neither the enabl ed nor thedi sabl ed keyword appearsin the
User Di r directive, the argument is treated as a filename pattern. This

filename specifies the directory within a user's home directory to find web
content.

There are two ways that the User Di r directive can handle incomi
request that include a tilde expansion:
1. Identify the physical pathname of the individua user’ icl

accessible directories.
2. Specify a URL to which the request is redir

Example

Suppose a browser requests the URL :
http://ww. conpany. cont ~j ol

TheUser Di r directive affects hoythi
the following tablel:

SXpanded, as shown in

Directive

UserDir wwww

UserDir /usr/web

N ‘ ation ¥
2% '\ Waon®/ j ohn/ ww
N

usr/ web/j ohn/

UserDir /hone/*/

T/ home/ j ohn/ waww/

UserDir http://

http://ww. honme. com j ohn/

UserDir http://ww. hone. com user s/ |
http:// one. ohn/
User Di rghtt pSid/ . .com ~*/ http://ww. home. com ~j ohn/

3

1 The table assumes that user directories exist under / home in the local filesystem.
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CGI Programs

Common Gateway Interface (CGl) files are programs that browsers can
request the server to execute.

CGlI by directory

Web site will only have one CGlI directory.

Red Hat Linux sets the CGI directory, by default, to 4
/[ home/ htt pd/ cgi -bi n. YoucansettheScri g
alter this default, as shown below:

ScriptAlias /cgi-bin/ /homel/h

CGl by file B
It is aso possible to configure Apé

programs:

AddHandl

(85l) provide refined web page control. Pages that
d dynamically alter their content by including a few
Apache serves a SSI page, Apache will replace the
s with the appropriate data.

, You will need to associate the parsing behavior of Apache
ith fifename extensions, likewhat was done for CGlI by file:

AddHandl er server-parsed .shtm

Additionally, you'll need to instruct Apache that . sht nl  extensionsare
gtill HTML files, asin:

AddType text/htm .shtml
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Chapter Summary

Configuring Apache to meet your site's specific requirements is a critical
piece of a high-quality web site. In addition to understanding the syntax
of the Apache configuration file, ht t pd. conf , you'll need to understan
how the directives affect Apache's behavior. Of key importance to man
administrators is Apache's performance and security features, and t
adequately address these issues, an administrator must understan
directives available in the Apache configuration file.
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Chapter 4. Q
Effectively Working wi

A

Apache

Chapter Introducti \

When yau installed uconfigured it to start at system boot.
' ustial way of starting Apache, you might encounter
ere to restart or even stop Apache. At other times,

he, you'll need to routinely monitor the error and
odd behavior.

will explain the various ways to start Apache, the meanings
f A e's command- line flags, and how to examine the Apache logs.

hap

Objectives
After completing this chapter, you'll be able to:

usetheapachect | script to control Apache.
use the System V style script ht t pd to control Apache.
list and explain Apache's command- line parameters.

describe Apache's logs and how to read them.
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Controlling Apache

Normally, you'll configure Apache to start at system boot and run until the
system is shut down. However, if you are testing or modifying Apache's
configuration, you will probably want to stop, start, or restart Apache
without rebooting the system.

apachectl

Apache (post version 1.3) comes with a command t
server. Inthe source distribution, this fileisfound i
src/ support/ apachect |, but binary di
in/ usr/ sbi n/ apachect| . ‘

Configuring apachectl

At the top of theapachect |
below: .

/httpd. pid

bi nary, including

outputs a formatted text

he HTML at the url given on the
Desi gned for |ynx, however

ograns may worKk.

X -dump"

URL to your server's nod_status status
age. |If you do not have one, then status
and fullstatus will not work.
STATUSURL="http://1 ocal host/server-st at us”

If you built Apache from the source code and modified the default Apache
installation directories, you'll need to update this configuration section to
reflect your changes.

© International Technology Solutions Inc. 44 Apache_sw_1.3.14_9/10/01



Using apachectl

The apachect! script accepts one of several parameters that control
Apache's behavior. The table below summarizes the parameters:

Parameter Description

START Starts the Apache server as given by the HTTPD _
configuration variable. |f you need to pass anygf
command- line flags to Apache, put those in the
HTTPD configuration variable P "

st op Stop the Apache server ) “

restart Start the server, if it's not running. O -;W k
the Apache server's configuration file for Symtax4
errors and then send a HWP signal to the Apache
server »,

gr acef ul Thesameasr est % "‘Qs\‘-c send the USR1 signal.
Apache closesf@lingonnectionsigracefully when it
receives the USR1 Signaly, with'the HUP signal, it
brutal lyg€los eCtion

status Use brawsengiven By the LYNX variable to

1&ke the Server'stattis information at the
A RL%egation, and then print only server
ormation
ful |l stat asst’at us, but show al the server's
ion
canfi gt Apache's configuration file for syntax errors

For'examplg,

art Apache, you would typeapachect| restart.
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System V script

Some systems, such as Red Hat Linux, provide an Apache System V-like
control scriptat/ etc/rc.d/init.d/ httpd. Thisscriptissimilarto
the Apache control script, though not as configurable.

The following table describes the five parameters that the
/etc/rc.d/init.d/ httpd script accepts.

Parameter | Description
START Start the Apache server. The Red Hat Linux \&

adequate debugging should Apache h
problem

st op

restart

r el oad

stat us

Nik
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Apache command-line parameters

The Apache server binary, ht t pd, accepts several command-line options,
explained in the table below:
Option Description

-C DIRECTI VE Read the configuration files and then proces$
the directive. This may supersede a defigi
for the directive within the configuratio %

-Cdirective Process the directive and then read
configuration files. The directi

directive,
ecification

-d directory

- D paraneter

-f file

-h

mpile-time

- Print a verbose list of directives that can be
used in the configuration files, along with a
short description and the module that contains
each directive

List the configured setting for virtual hosts

- 1 Perform a syntax check on the configuration
file
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Working with the Apache Logs

By default, Apache storesitslog files in a directory caled "logs' in the
Ser ver Root directory. For example, the Red Hat Linux default server
rootis/ et ¢/ htt pd, sothelog directory is/ et ¢/ ht t pd/ | ogs. For
Red Hat Linux, and for many other distributions, the| ogs directory i
the server root is actually a symbolic link to another location; com

the log files are actualy heldin/ var /| og/ ht t pd/ .

Within the logs directory, Apache usually keeps two logs: £ 8

error _| og, which holds any errors the serv

access_| og, which holds browser conn
as browser |P address and version.

The error log

When you look &t theer r or _| oggil

[Fri Dec 8 18:08:
(Unix) (Red Hat
resun ng nor malg

ets ([ ] ), isthe date and time of
ack. The second information, also

ators will see the following error:

tim [
[ Fr 6 09:54:37 2000] [error] [client
92.J468. 0. 1] File does not exist:
/ httpd/ htdocs/favicon.ico
thi

ror, Apache is complaining that the "favicon.ico" file doesn't
Many sites don't have a "favicon.ico" file, so administrators will
nder if someone's trying to hack their site.

This error is actually benign. When an Internet Explorer (version 4.0 or
higher) user sets a bookmark on a page, Internet Explorer tries to associate
a "favorite icon" with the bookmark. Internet Explorer looks for afile
called "favicon.ico" in the same directory as the bookmark, and if it finds
the file, puts that image in the Internet Explorer menu.

You can use this "error" to track how often your page is bookmarked,
which is a good statistic to have if you need to demonstrate a server's

popularity.
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The access log

Theaccess_| og file has adifferent format than theer r or _| og file.
The example below illustrates atypical entry fromtheaccess | og file:

192.168.0.1 - - [12/Jun/2000:08:19:22 -0400] "GET
/ graphi cs/tpixel.gif HTTP/1.1" 200 61

Formats
The access log, and in fact all logs within Apache, are goverpé

information.

When you configure Apache, you can speci
theLogFor mat directive. The LogFor,
syntax:

LogFormat format han

Nik
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The format is a string, enclosed in double quotation marks (* ), which is
built from special format specification characters. The table below shows
the defined specification characters:

Format Character | Description
% Bytes sent, excluding HTTP headers
% The log filename
%4 Var } e The contents of the environment variable V.
% The remote host name .
% Head} i The contents of the "Head" h
HTTP request
% The remote login name, obt
available y
% Head} o The contents of ) in the
HTTPreply
%p The port the dto
uP ‘ at serviced the request
%
%s
%
o
% The'remote user, obtained from auth
he URL path requested
The name of the server (i.e. the virtual host)

arameter specifies a name to associate the format with.
can then be used in place of the entire format string. For

ampl€, the standard log format, given a handle of "common”, is

ared as:

LogFor mat

"o

%W % % \"%\" %s %" common
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Mul tiple | ogs

The Cust onmlog directive alows you bind alog filename with a format
that applies to the log file. For example, Cust onLog

| ogs/ standard_| og conmon would log information to

st andar d_I| og using the "common" format seen above.
Whenever log information is available, Apache scans the custom |
formats. If any of the formats contain the information that's avail
those entries are written immediately. If some of the information is

available, but not all, Apache writes as much as possible, fil he

non-available fields with a hyphen (- ).
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Chapter Summary
Occasionaly, you'll find need to stop or restart the Apache server; perhaps

for diagnostic purposes or configuration changes. Rather than rebooting
your entire system to restart Apache, you can use the Apache-supplied
apachect | script or ascript provided by your operating system. Th

scripts make it easy for you to control and retrieve status informatio
your Apache server.

Commonly, though, you'll look through Apache'slogs. Mo
security and access statistics are vital for a healthy server,
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Chapter 5:
Virtual Hosts

Chapter Overview

fter 'Completing this chapter, you will be able to:
implement | P address-based virtual hosts.

implement name-based virtual hosts.
implement dynamically-named virtual hosts.

describe limitations with virtual hosts and appropriate remedies.
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IP Address Virtual Hosts

When using the IP address method, each host must have its own valid IP
address and your machine must be set up to support multiple | P addresses.
Typicaly, you'll have multiple, physical network connections, but you
also configure a single network connection to listen for severa |P

addresses.

Y ou must have a separate daemon running for each virtual host that
separately listens for an |P address or a single daemon runni li
for requests on all virtual hosts.

How to set up Apache

Supporting multiple hosts can be configured in two S

h ho e
virtual hosts.

running a separ ate Apache servex, for

running a single server that supp:

Using separate servers

You will want to use sep

ween sites to several
ache server management.

machine services alarge number of requests, and running
separate daemons may result in significant performance loss.
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Setting up multiple daemons

Each server will need its own configuration file that specifies specific
User , G oup, Li st en, Docunent Root , and Ser ver Root
directives. ThelLi st en directive will specify which IP address the server
will listen on.

TIP:
Because you're specifying configuration parameters for two separate
Apache servers, al the directives are available. Y ou will need to tailor
these appropriately for each of the individua sites.

# httpd configuratio
User www
Group conpanyl
Li sten 192.16

. /et c/ httpd/ conpany2/
ot /hone/ httpd/ htdocs/ conpany?2/

Sy t, start an http server using the configuration file for
d an http server using the configuration file for company2
d e achieved |P address virtual hosting.

Li e
Ser
Doc
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Setting up asingle daemon

To set up asingle server to manage all virtual hosts, use the

Vi rt ual Host block directive. WithintheVi rt ual Host directive,
specify the parameters for that particular host. These should include
Server Adm n, Ser ver Nane, Docunent Root ,and Tr ansf er Lo

directives. !
TIP:
You can place al of Apache's directiveswithinaVi rt ual Host
block except for: Ser ver Type, St art Ser ver s,
Max Spar eSer ver s, M nSpar eSer ver s, 4
MaxRequest sPer Chi | d, Bi ndAddr ess, Li sten,Pi dFi | e,
TypesConfi g, Ser ver Root ,and NaneVi r t ual Host .

N

of 192.168.0.1

For example, suppose your Linux syst

Www. conmpany 1. com with a

honme/ ht t pd/ ht docs/ conpany1/
nyl/1 ogs/error_|og

er ver Name www. conpany?2. com
Docunment Root / hone/ htt pd/ ht docs/ conpany2/
ErrorLog conpany2/1ogs/error_| og
Cust onlLog conpany2/1 ogs/ access_| og common

</ Vi r t ual Host >

TIP:
Though you could specify the DNS name instead of the IP address in
theVi r t ual Host block, doing so isn't recommended. Apache has
to perform a DNS lookup before allowing access, which slows down
response time.
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Name-Based Virtual Hosts

| P address-based virtual hosting imposes a limit on the number of sites
your system can support; you can only support alimited number of
separate, physical network connections. However, name-based virtual
hosting allows an unlimited number of virtual hosts without additional |
addresses.

You'll also usethe Vi r t ual Host directive to specify a name-
virtual host, but the additional NaneVi r t ual Host directiyet
particular 1P address to the hosts you want to service. :

The Vi r t ual Host directives each take the same IF ¢
theNanmeVi r t ual Host directive asits argument.
directives within the Vi r t ual Host s block4o con

&6, the first
implements two name-

WWW. conpanyl. co L@enpany2."com and the system has a
single IP address of sonfi
these two sites:

nt Root /home/ htt pd/ ht docs/ conpany1/
og | ogs/error_|l og. conpanyl

stomLog | ogs/ access_I| og. conpanyl conmon
ual Host >

i rtual Host 192.168.0. 1>
Server Name www. conpany2. com
User ww
Group conpany2
Docunment Root / home/ htt pd/ ht docs/ conpany?2/
ErrorLog | ogs/error_| og. conpany2
CustonmLog | ogs/ access_I| og. conpany2 conmon
</ Vi rtual Host >

TIP:
Apache looks up the server to access from the HTTP headers. If this
information isn't available (such as with very old browsers), Apache
will use the first defined virtual host.
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Dynamically-Named Virtual Hosts

If your ht t pd. conf containsmany Vi r t ual Host block directives
that are similar, you will want to use dynamically-named virtua hosts.
The basicideaisreplacing all static Vi rt ual Host block directive
configurations with a dynamic mechanism.

This method has a number of advantages including:

1. Apache starts faster and uses less memory, Since yourgm
configuration file is smaller.

2. Adding virtua hosts is smply a matter of cr
directories and DNS entries and doesn't requi
restarting Apache.

Apache's virtual host mechanism works by bifiding th
browser connects to and the contents of i
header. This behavior is built directly i
dynamically- named virtua hostingf

2. However, the
pd_vhost _ali as

module, which obviously mugt be athaspart of'aLoadMbdul e
directive. .

Setting up the lgur

To use dynami tual s, you'll need to set the following

directives apg

ect your server's actual DNS name.

e |P address the browser connected to and finds the host name.
In the event that Apache can't find the server name, it will use the
value given by Ser ver Nane.

Docunent Root and Scri pt Al i as should not be set unless
you want these to apply to all hosts. Dynamically- named virtua
hosts use a different syntax.
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Simple dynamic virtual hosts

The example below implements dynamically-named virtual hosts, relying
on the contents of the HTTP request's Host : header:

# get the server nane fromthe Host: header
UseCanoni cal Nane O f
# the first field, %, holds the virtual host
# Apache uses. Notice the use of the vcommon
# handl e on the end

"0 Y% W % % \"W\" % " vc

LogFor mat
Cust onlLog | ogs/ access_| og vcomon

# include the virtual host nane in t p

# (notice the %)

Vi rt ual Docurment Root / hone/ htt pd/ ht do€s/ %@/
bi n/

Virtual ScriptAlias /hone/htt %0/ c
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Combining virtual hosting methods

Y ou can combine the virtual hosting provided by the Vi r t ual Host
directive with that provided by the Vi r t ual Scri pt Al i as and

Vi rt ual Docunent Root directives. This allows you to have path
name expansion bound to a particular IP or host name.

For example, suppose you have two network cards in your web serve®
One (192.168.0.1) is connected to a high bandwidth backbone, and
other (192.168.0.2) is connected to a slower network. You wa

configuration:

# get the server nane fromthe Host:
# and use | ogging that contain
# host name
UseCanoni cal Name Of f
LogFormat "%/ % 9% % %

# and persona
<Di rectory /hone

92.168.0. 1>
WWW. COr p. i sp.com
og | ogs/ corp/access_| og vcomon

r
< t
i rtual Document Root /homre/ htt pd/ htdocs/ corp/ %
i rtual ScriptAlias /hone/httpd/cgi-bin/%
rtual Host >
<Vi rtual Host 192.168.0. 2>
Server Namre www. hom i sp. com

Cust onlLog | ogs/ access_| og. hom vcommon
Vi rt ual Docurrent Root / hone/ htt pd/ ht docs/ pers/ %©
ScriptAlias /cgi-bin/ /homel/httpd/cgi-bin/

</ Vi rt ual Host >
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More efficient IP address-based virtual hosting

When Apache expands the %9 variable, it's actualy filling in the host
name the browser wants. This requires Apache to perform a DNS lookup,
which can take some time, especidly if the network is down.

Generaly speaking, Apache doesn't need to worry about the host name.
you're using IP address-based virtual hosting, which implies every hosix
has a separate |P address, then you can ignore the lookup step and&iR

index by 1P address, as shown below: ;

UseCanoni cal Name O f

# include the I P address in the |ogs

# may be split (notice the %)

LogFormat "%A % % % % \"%\" % " vco
Cust onlLog | ogs/access_| og vco

# include the | P address i il ena
Vi rt ual Docunent Root | P / ho t docs/ %0/
Virtual Scri ptAliaslP i -bin/%/

Nik
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System Limitations

File Descriptor Limits

When using a large number of virtua hosts, Apache may run out of
available file descriptorsif each Vi r t ual Host block specifiesdiffere
log files. The total number of file descriptors used by Apache is onef

O
each distinct error log file, one for every other log file dlrectlve plt %
20 for internal use. e ,.

Most multi-tasking, multi- user operating systems, including

Although Apache attempts to increase the li
work if:

1. Your system does not provide t

2. Thesetrlinit(RLI M4F N@
your system.

3. The number of fil

lescriptor limit (if your system falls under 1 or 2
fore starting Apache, using a script like:
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IP address limits

If your system has only one |P address, then implementing virtual hosts
prevents access to your main server using that address. Y ou can no longer
use your main server as a Web server directly, only indirectly to manage
your virtual hosts.

Y ou could configure a virtual host to manage your main server’s Webm
pages. Then you could use your main server to support vi irtual hog @

directly.

If your machine has two or more |IP addresses, one can
main server and the other for the virtual hosts. Mixi
name-base virtual hostsis also alowed and soisus
addresses to support different virtual hosts' s

Server Al i as directivelisting thed ‘
Vi r t ual Host block:

g one of these can be caught
_defaul t:*, causng
e default virtual host.

virtual domain name. R
by setting up a defaul
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Chapter Summary

Virtual hosting provides a method for maintaining more than one server
on a computer by differentiating between servers by host name. The
virtual hosting method you choose depends on your system's and user’s
needs. With severa IP addresses, virtual hosting by IP address is effici
and sensible.

With a single |P address, however, it makes sense to use name-b
virtua hosting. Finaly, if you have alarge number of hosts
to repeat additional performance berefits, dynamically- nameo

hosts are the best solution. Q

Nik
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Chapter 6: Q‘Q
Advanced Configur tiﬁ)

Chapter Overview

Chapt %
C ing this chapter, you will be able to:
%se conditional directives to ater Apache's configuration.
- test and set Apache environment variables.
- recognize and associate handlers with files.
- redirect content.
enable and modify Apache's fancy indexing.

configure Apache's content negotiation.
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Conditional Directives

Apache provides two block directives, | f Def i ne and | f Modul e, that
allow you to ater Apache's configuration conditionally. These directives
let you section off configuration that should only be included when speci

conditions exist.

Testing for conditions

Thel f Def i ne block directive, shown below, alters Apac

configuration behavior:

<I f Def i ne PARANOI D>
LogFor mat

</|fDefine>

# log tracking data if in paranoid

"Tu ][ %. % ] %%
Cust onlLog | ogs/ paranoi d_|

included only if you define the pas T

when you start Apache.

TIP:

<| f Defi ne ! DEBUG>

</|fDefine>

e configuration when a conditional is not defined,
Def i ne. Simply prefix the parameter name with an
ark, as shown below:

LoadModul e rewrite_nodul e nodul es/ nod_rewrite. so
LoadModul e proxy_nodul e nmodul es/ |i bproxy. so

TIP:

You cannest | f Def i ne directives for smple multi-parameter tests.
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Testing for modules

Y ou can test amodul€e's presence with the | f Modul e block directive.
Thisdirectiveis syntactically similar to that of | f Def i ne, asshown
below:

<| f Def i ne USEI MAP>
LoadModul e i map_nodul e nodul es/ nod_i map. so
</1fDefine>

# if the imgemap nodul e is | oaded, then
# configure Apache's inmagermap handli ng
<| f Modul e nod_i map. c>
# i magermaps end with . map
AddHandl er imap-file map
# display a nmenu instead of def
| mpMenu formatted
</ | f Modul e>

be the ule's source
Aswith | f Def i ne,
€ name reverses the

Thel f Modul e directive expects the
code name, so the parameter will ugue
placing an exclamation point (! )
condition.

Nik
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Modifying the Environment

Apache, with the Set Envl f directive, has the ability to scan browsers
HTTP requests for certain patterns and set an environment variable if the
pattern isfound. The Set EnvI f directive has the following syntax:

SetEnvlf attr regex variabl e[ =val ue]
The attribute, "attr" can be:
- Renot e_Host , which isthe client's hostname (if .
- Renot e_Addr , whichisthe client's P addr

Renot e_User , which is the authenticated name
available).

Request _Met hod, which is the retrigval m
"GET" or "POST").

Request _Pr ot ocol , wiicl
protocol (e.g., "HTTP/1.1

) e (eg.,

e scripts. For example, to detect the kind
could include:

Requiest _URI "\ .pl$" script="perl"
equest _URI ".\sh$" script="shell"
#Request _URI "\.cgi $" script="generic"

TIP;
Set Envl f iscase-sensitive; Set EnvIl f NoCase is not.

-

owser matching

A special case of the Set Envl f directiveisthe Br owser Mat ch (and
Br owser Mat chNoCase) directive. Thisdirective only checks the

browser's type, so you can use this as a quick way to set environment
variables describing the client's browser:

# unset the javascript variable if the client's
# Internet Explorer (IE uses jscript)
Browser Match MSI E !javascri pt
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Passing the environment on

Though Apache might use the environment variables, you can arrange to
have Apache pass the environment variables set with Set Envl f and

Set EnvI f NoCase to all called CGI scripts.
The PassEnv directive passes one or more environment variables on t
al CGl scripts:

# pass the javascript and shell environment

# variables down to all CG scripts

PassEnv javascript shell

C
@

Nik
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Apache Handlers

Browsers instruct Apache to load files via URLs. Most often, these files
are simply HTML files that should simply be sent back to the browser.
Sometimes, however, the file is more complicated than a simple text file.
For example, Apache needs to execute CGI scripts and send the results
back to the browser; sending the CGI script itself could cause a sec
compromise.

Handlers

Many handlers are compiled into Apache or are avail
The table below lists the handlers available either b
through a module:

Handler Description

def aul t - handl er

send-as-i s nmod_asi s
cgi-script nmod_cagi

imap-file mod_i map
server-i nmod_i nfo

the file for server-side nmod_i ncl ude
ncludes, replacing the
includes as necessary

Treat the file as a server status | mod- st at us
file

Treat the file as a content mod_negoti ation
negotiation map file
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Associating with files
Apache alows you to define a "handler” for:

files with certain extensions.

. filesthat reside in a certain location
By file extension
You can add a handler based on afile's extension with the Ad n
directive:

AddHandl er cgi-script .cg

TIP:

Y ou can specify more than one extension and you do not need the
leading dot with the AddHandlI er directive. For example,
AddHandl er cgi -script .cgi pl causesApacheto treat all
filesending in ".cgi" and ".pl" as CGl scripts.

)

By filelocation

You can instruct Ap
location with the Set

handler for al filesin acertain

us file holds server status
http://ww. conpany. conf st at us>
et Handl er server-status
tion>

withinthe Di r ect or y block directive, Set Handl er
to al files that match the directory specification. When used
deof aLocat i on block directive, Set Handl er appliesto the
supplied URL.
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Creating handlers

Y ou can create new handlers with the Act i on directive:

# handl er nane scri pt
Action add-footer / cgi-bin/footer. pl

Act i on executes the script whenever the associated handler is called.
The script is responsible for modifying the file pointed to by the
PATH_TRANSLATED environment variable and outputting it for
server to send back to the client.

Set Handl er check-
</Directory>

Nik
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Redirecting Content

Y ou can have Apache redirect users from one location to another with an

dias.
Simple aliases
TheAl i as directive alows you to associate an alias with areal fj
name, as shown below: _
o

# alias real | ocation
Alias /icons/ [honme/httpd/icons

from there.

When using aliases, the alias must matc
trailing slash on an alias, as above with / must be present in the
request for the aliasto work. Int browser requesting
/i cons/ would go to the ali uesting/ i cons

would not.

TIP:
You can't usetheDi rect ory or Locat i on block directives on an
alias. You must use them on the real location.

) 4

in exact alias, you can specify an dias by regular
i asMat ch directive, shown below, is more powerful

irect any requests to the icons/ directory
o the particular corporation's icon directory
liasMatch (.*)/icons/ /hone/httpd/corp/$1/icons
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Redirects
Y ou can redirect one URL to another with the Redi r ect directive:

# redirect all requests to the foo.htm file
# to the web site at www. f0o.com
Redi rect /help.htm http://ww. hel p. org/

Redirection with the Redi r ect directive has several benefits over
Al i as directive:

1. The redirected location doesn't have to be in the localgff!
can be anywhere on the web.

Sending a status

Y ou can send a status along with the
additional parameter:

Redi rect per maneq ¥ /[ [ www. hel p. org/

g the resource was replaced.
the resource moved temporarily.
any value defined by the HTTP 1.1 protocol.

TIP:
Usethe Redi r ect Mat ch directive to exert more control over the
resource redirection.

v
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Fancy Indexing

When a browser requests a directory for which there is no index file,
Apache will display the directory's contents (assuming Al | ow | ndexes
is enabled for the directory). By default, Apache shows the directory's
contents as a simple list, from which you can click on an item within th
directory to view the contents.

However, Apache can display an icon beside the file's name that vi
describes the fil€'s type; Apache can also show atext descri
file'stype. To enable this, turn on fancy indexing:

I ndexOpti ons Fancyl ndexi ng

Associating icons with files

# icon file

Addl con /i cons/ bi nar
Addl con /i
Addl con /i
Addl con /i
Addl con /i
Addl con Al
Addl con

.tgz .gz .zip

htm . shtm . htm . pdf

cons/script.gif .sh .csh .ksh .tc
cons/tex.gif .tex
i cons/ bomb. gif core
ial files
/i cons/back.gif ..
/icons/hand.right.gif README
/icons/folder.gif ~"DI RECTORY "
Addl con /icons/ bl ank. gi f ~"BLANKI CONM»

Defaulticon

The Def aul t | con directive specifies the image to display when no
previous directive has associated an icon with a particular file:

Defaul tlcon /icons/unknown. gif
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Associating descriptions with files

The AddDescr i pti on directive alows you to provide a short
description for files with a given extension:

AddDescription "GZI P conpressed docunment” .gz
AddDescription "tar archive" .tar
AddDescription "GZI P conpressed tar archive" .tgz

Special directory files

The Header Nane and ReadneNane directives specify f
that Apache uses to enhance directory indexes.

I ndex header
g'that Apache shotlld display

The Header Nane directive specmesthef
prior to the fancy indexes:

Header Nane header. htm __

nane. ht nl . If nanme. ht
name. t xt .

The Readm
after the fa

or e directive specifies files that shouldn’t be included in an
index:

ndexl gnore .??* *~ *# HEADER* README* RCS

default, shown above, will exclude:
al files that start with a dot and have at least two characters.
all files ending with ~ and #.
all files beginning with HEADER or READIVE.
RCS directories (created by the rcs system).
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Delivering Browser-sensitive Content

Apache supports the content negotiation standard declared in the HTTP
1.1 protocol specification. Apache can automatically select aresource's
best representation based on the browser-supplied preferences of:

- Encoding.
. Language and character set.
- Mediatype.

Encoding

The AddEncodi ng directive maps afile extensonito aMIM
purpose Internet Mail Extensions) encoding type:

# M ME encodi ng
AddEncodi ng x-zip

Some browsers use documents
documents immediately. For.example, ak
that has the x-zip MIME ' i
the user from having to

unzip a document
al application; this saves

Language

brgwser imposes a language request on Apache, Apache searches
at match the requested language. For example, if a browser
uestsi ndex. ht ml but has a preference of German (language code
, Apache will return the document i ndex. ht ml . de, if it exists, or
i ndex. ht m otherwise.
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Language priorities

TheLanguagePri ori ty directive allows you to give precedence to
some languages in case the browser doesn't ask for a particular language.
For example, a mostly-English site might specify:

# assune English first, then German and Italian
LanguagePriority en de it

A mostly-German site might specify:

# Erster Deutscher, dann Englisch und Italj
LanguagePriority de en it

Character sets
With different languages also comes the possibility ter
sets. For example, a Japanese encoding wil FRpt use t character

set (1SO-8660-0), because it doesn't conidin lapan

Y ou can map a document extensiopgte Ctexset using the
AddChar set directive:

AddChar set
AddChar set

.html.ja.jis
htm . jis.ja
i ndex. html .ja
4. index.htm .jis
5. i ndex. htm

TIP:
The Apache documentation for the nod_negot i at i on module
explains the content negotiation algorithm in more detail.
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Media type

The AddType directive maps a file extension to a MIME (Multi-purpose
Internet Mail Extensions) type:

# M ME type ext ensi on
AddType i mage/gif .gif
AddType image/jpg .1 pg

AddType audi o/ npeg npga np2 nmp3

Some browsers use documents MIME types to correctly rendex,
documents. Sometimes the browser can render the documen
caseof text/ htm ,i mage/ gi f,i mage/j pg, andothe
types), but other times a browser must call an extern i
caseof audi o/ npeg and many others).

0
Nik
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Chapter Summary

Apache is ahighly configurable web server. In addition to the everyday,
mundane characteristics, you can configure Apache conditionally or have
it take different action based on incoming requests.

Apache also supports handling, which makes it easy for an administr
to define his or her own specia processing for documents. Combi
with Apache's content negotiation features, which allows it to deliv
different content based on browsers requests, handling can gfowite. c
every conceivable configuration a site would need.
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Chapter 7: Q‘Q
Performance and Se§ity

Chapter Overview

githis chapter, you will be able to:
Apache's security and performance goals.

tune Apache's performance.
secure an Apache run site.

© International Technology Solutions Inc. 81 Apache_sw_1.3.14_9/10/01



Apache's Security and Performance Goals

Apache is built for the general population of administrators who need a
web server. To that end, Apache is designed to be correct first, and fast
only second. Much work has gone into making Apache fast, and that
work shows in Apache's benchmarks.

Hardware and platform considerations

bandwidth connection (I&s than 1.5Mb, which is ap
speed) WhICh Apache can handIeW|th easeon alo

SEerver.

Memory

The single most important charactéristi
available RAM. Whenev ‘
recently unused data fr
delay that exceeds th

To help reduce ot t| ing, set the MaxCl i ent s directive

so that your ap server processes. Thiswill
dramatlcall pro 's performance.
TIP:

For Linux, you can inspect your swap space usage with the

swapon -s command.

2Seehttp://httpd. apache. org/ docs/ m sc/ perf-tuning. htnl .
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Platform

The operating system you choose to run Apache is a site-specific issue.
Generally speaking, you should choose an operating system that fitsin
with the rest of your network. For example, if your network is largely
Windows-based, don't run Apache under Linux; your administration staff
will be taxed more with learning the operating system than admi nlsterl 0
Apache. g

Regardless of the operating system you choose, make certain that yol
applied the latest patches, especially network patches. ‘

TIP: 4
Apache is not yet seasoned for the Windows NT environment. The
programming model NT employs differs from the one Apache uses.
Hence, the performance of Apache under NT is significantly different
than that for a Unix- like system.

O

Nik
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Performance Tuning

Y ou can tune Apache both at run-time and at compile-time. The
configuration script supplied with Apache chooses the best compile-time
configuration for your system, so you won't need to modify these settings

Run-time tuning

Tuning Apache at run-time is a matter of configuring several ke
directives appropriately.

AllowOverride
When you aIIow dlrecton&sto have overrld&s (tho rowded 3

Cons der thefoll OWI ng configuration:

Docunent Root / home/ htt pd/

<Directory />
Al l owOverride Allf

</Directory>

A request to the site's ho ge che to check for and
process each of the f i . ‘

/. htac

inks and SymLinksl fOwnerMatch

imilar to the problem caused by the Al | owOver ri de directive,
| owSynii nks and SynLi nksl f Owmner Mat ch aso cause Apache
to check extra file information. Specifically, Apache has to check each
file in directory pathnames to seeif:

1. thefileisalink, and if so, follow it.
2. thefile's owner matches the requesting process's owner.

For maximum performance, engage Fol | owSymnii nks everywhere and
disable SynLi nksl| f Omer Mat ch. Thisreduces security by allowing
symboalic links created by other users, but increases Apache's performance.
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Hostnamel. ookups

With Host nameLookups On, every request requires a DNS lookup to
complete the request. If the DNSis dow or, worse, down, the time to
complete requests will lag. For maximum performance, set

Host naneLookups O f.

It's possible to scope DNS lookups, so that only when Apache accesses!

certain files will the lookup commence:

# di sabl e DNS | ookup
Host nameLookups O f

# | ookup hostnames only when CG pro-’;
# requested

<Files ~ "\.cgi">
Host nameLookups On
</Files>

Keepalives

s. However, keeping

reduce the penalties of :
'l it in abusy (idle) loop,

Apache processes ar
which just wastes r

f 15 seconds attempts to minimize
etween network bandwidth and server
the value. Y ou should never raise this

e benefits are lost.

# using index as a wildcard, |ike bel ow which
# mat ches index*, is a perfornmance no-no
# Directorylndex index

# explicitly nane all valid index files
Di rectoryl ndex index.cgi index.pl \
i ndex. shtm index. htm
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Server creation

When Apache experiences an increased load, it starts enough serversto
meet the load and maintain the M nSpar eSer ver s setting. When the
load spikes (in other words, increases rapidly), Apache has to start servers
to meet the load. Unfortunately, this tends to swamp servers, making
them swap to disk.

To minimize swapping, Apache starts one server, waits a second,

two, waits another second, starts four; this continues exponentiall
is spawning 32 servers per second and the M nSpar eSer e
reached.

Experimental results show that it is usually unn
M nSpar eSer ver s, MaxSpar eSer ver s, and ¢
settings. However, when Apache spawvns m
a diagnostic message goes to the error log.

you should tune the values.

Server death

The MaxRequest sPer
achild server will handl 1S'0, which means that there
isno limit to the nu ed per child. Your

configuration should i low number, like 50, as that's far too

ests to prevent swapping and also limits the
ory through memory leaks.
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Security

Apache has several security features that every administrator should know.

Restricting access

Apache allows you to specify hosts that can and hosts thet cannot acces
your web sites. The Al | owand Deny directives specify the hostgfh

can and cannot, respectively, access your sites. These directives typi€ally;
appear withinaDi r ect or y block directive.

<Directory />
Al l ow from conpany. com fri end. or
Deny from foe.com
Allow fromally.foe.com
</Directory>

e confi n file from
In the example above,

's declared Al | ow.

When Apache checks a host for access,
top to bottom and uses the first match en

previous example:

<Directory £

lared Al | owfirst, all the Al | ow directives would
ny directives.

ow and deny from a specia class of hosts: Al | . When you
in either the Al | owor Deny directive, Apache will match all
s. For example:

# access only from conpany.com & friend. org
<Directory />

Order deny, allow

Al l ow from conpany. com friend. org

Deny from Al l
</Directory>
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Setting access options

Y ou can further control the access options with the Opt i ons and

Al | owOverri de directives. The Opt i ons directive specifies what
security-related options Apache maintains for a given directory. The

Al | owOverri de directive specifies what security-related parameters
can be overridden by users . ht access files. ‘

N

The Options directive

The table below describes the parameters available with the
directive: g

Parameter Description
All

ExecCd
Fol | owSyniLi nks

I ncl udes

I ncl udes EC it al server-side includes except
ec and#i ncl ude

| ndexes 11 none of the files specified in the

Di rectoryl ndex directive exist,
generate a directory index

Instruct the server to perform a best-

tiVi
guess when the client requests a
resource that's not available; the server
finds the best match based on aclient's
settings
ne Enable no features
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The AllowOverride directive

The table below describes the parameters available with the
Al | owOverri de directive:

Par ameter Description

Al l Allow a. ht access fileto override al security _
options

Aut hConfi g | Enable authentication-related directives (Aut

Filelnfo

| ndexes

and maximum security, atypical site will have
uration for user directories (notoriously the most

the security on users' directories
rectory /hone/*/public_htm >
Opti ons Fol | owSynlLi nks | ncl udesNOEXEC \
- Fol I owSyniLi nksl f Owmer Mat ch
Al |l owOverride AuthConfig Limt
</Directory>

TIP:
Y ou can remove a previously set option by placing a hyphen (- ) in
front of the option parameter.
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Enabling access to local documents

Allowing access to documents stored outside of your normal

Docunent Root is sometimes advantageous. For example, Linux
systems come with alarge selection of documents, stored in HTML format
at/usr/doc/ HTM..

Y ou can give your trusted users access to this information easily:

# create an alias so web visible clients can
# access an area outside of Docunent Root
Alias /doc/ /usr/doc/HTM/
<Location /doc/>

Order allow, deny

Al low fromfriend.org

Deny from all

Options | ndexes Fol | owSynLi
</ Locati on>

ust'the files themselves be
ctories and directories’ parents.

cd /etc/httpd

bin conf | ogs
| ogs

p httpd /etc/httpd/bin

chown root /etc/httpd/bin/httpd
$ chgrp 0 /etc/httpd/ bin/httpd

$ chnod 511 /etc/httpd/bin/httpd
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Safe CGI

CGlI programs are amajor security concern. When you give your users
the ability to execute CGlI scripts, you're giving them the ability to execute
programs as the same user as the Apache server. Because al the users
scripts run as the same user (that of the Apache server), one user's CGlI
script can overwrite another user's. Thisis problematic, but fortunatel
Apache has a solution.

SUEXEC

SUEXEC allows the Web server to run CGlI scripts as a diff
the Apache server. sUEXEC is not configured by def
to go back to the Apache source to enable this.

When you configure Apache, pass the Apachg confi
confi gur e the- - enabl e- suexec fl
- - suexec- saf epat h flag. These
for most installations.

TIP:
After configuring but before compiling, check the SUEXEC setup by
typingconfi gure --1ayout andinspecting the values.

When Apache st

N
up; a erI;&figured SUEXEC system will log
the following,m :

mechani sm enabl ed

specified by in atilde (~) expanded URL.
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Chapter Summary

Administrators are rightly concerned about performance and security.
Apache is written to be a generally powerful server, and in al cases,
Apache sacrifices speed for correct and secure operation.

values in the Apache configuration file, keeping in
the amount of time the server swaps.

Finally, Apache has a large array of security
sites with alarge, untrusted user base. With
configuration for directories and files, tailOki
With the suEXEC mechanism, you
reducing their execution scope.

Nik
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Chapter 8:
URL Rewriting

Chapter Overview

The most compli nod_rewrite,isasothe most
powerful. With it,

les, and patterns. Administrators
e "next level" will need to make heavy use

ing this chapter, you will be able to:
plain the syntax of common Rewriting rules.
list useful scenarios where Rewriting adds benefit.

implement Rewriting rules for common Rewriting scenarios.
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The URL Rewriting Engine

Often, administrators need to trand ate a requested URL into another on
thefly. There are severa options:

The Al i as directive, but Al i as islimited to static trandations,

The Al i asMat ch directive, which provides regular expr
driven trandation.

Thermod_r ewr i t e module, which provides rule-b e
expression-driven, URL rewriting.
The subtle difference between URL translation and

important. Trangdlation is a simple mapping betw
at most one regular-expression. Rewriting in

produce afinal result. Thisdifference
complex and powerful than trandation.

g all the configuration,
an entire Apache web server.
pliesto everything within the

-Uirectory context augments the per-server context
ess files.
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Rewriting within Apache

Apache processes URL requestsin phases. Thenod_r ewri t e module
augments two of these phases:

1. URL-to-filename translation
2. URL fix-up

URL-to-filename transl ati on phase

When Apache receives a URL request, it finds the appropriaif S
(which might require looking up a virtua host) and starts th

nod_rewrite module. Thenod rewite mod
according to its per-server rules, and sends the URL fback

URL fix-up phase

Apache then processes the URL further.

with adirectory path, and not a
module applies any per-directery
into the URL (viathe Re
with the URL.

Nik

3 There is no obvious distinction between a URL and a directory; both are ways of
expressing data's location, though URLs have a more general and robust syntax.
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Rules and conditions

When invoked, themod_r ewr i t @ module steps over each rule (read
from top to bottom in the configuration file). When any rule matches, the
nmod_r ewr i t e module checks all corresponding conditions.

To accomplish this, thenmod_r ewr i t e module introduces two import
directives:

RewriteRul e pattern replacenent,whichm
regular expression pat t er n to aspecificr epl acesfe

Rewri teCond test conditi on,which
(among other things) from therule'spat t er,

against condi ti on.
A

RewriteRule Famemn SUb U o= = 4
current 1
LRL - - - - ===

RewriteCond[™ TestString— ™ CondPattern

¢ b RewriteRule™" Pattern — ™ Substitution
rewritben
- T = AL =
|
L RewriteRule Famemn Substitution

TheRewr i t eCond conditionsimmediately precede the rules to which
they apply; in other words, there are no interleaving Rewr i t eRul e
directives between associated Rewr i t eCond directives.
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Opti ons

Both the Rewr i t eCond and Rewr i t eRul e directives support an
additional, and optional, third parameter. This parameter specifies one or
more options that govern the condition or rule, and they are usualy
written with:

square brackets ([ ] ).
a hyphen (-).

alogical operator (e.g.,! for not).

For example, suppose your site's main page had sever
a browser's capability. You could select the appropr,
following rules and conditions:

# enable the engine (this is
# the engine is NOT on by
Rewr i t eEngi ne on

# condition: does the'J" ¢ i vari abl e

RewriteCond % . zilla.*

#if the URL I'n page), and the
9pl i es, replace the

Finally, stop the

, use the text-only version page and
rewiting.
teRule ~/$ /index.TO htm [L]

otherwise, rewite the URL to use the
# standard page.
RewriteRule ~/$ /index. htm
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Common Rewriting Needs

Thenmod_r ewr i t e module has virtually unlimited possibilities. The
case studies below illustrate afew of the common rewriting tasks.

Trailing slashes

When you request a URL that's a directory, you mustn't forget the
slash. For example, suppose you try to access:
http://ww. myconpany. com ~user/ subdir.
Apache tries to locate the file "subdir", which probably doesh
What you wanted the URL to say was:
http://ww. myconpany. coni ~user/ sub

To accomplish this, use the following configukation:

Rewri t eEngi ne on

RL converts

# set the base to all dit
# to ~user/ ‘
Rewri t eBase / ~user

# match from th

gh (for example, when you've aready
ings). Hence, the method above is hard-

the file is a directory (-d)
ewr i t eCond %{ REQUEST_FI LENAME} -d

# append the slash onto the end
RewriteRul e ANLCHINMT) S $1/ [R

Note: This general method imposes a small performance penalty.
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Users on another server

Suppose you want your main web server

(http: // ww. myconpany. coni , for example) to service user pages
(by the tilde syntax), but all the user datais stored on

| ogi n. nyconpany. com

Using the following configuration, you can reroute all user directory
reguests to another server:

Rewr i t eEngi ne on

# rewrite all user account requests to g he
# 1 ogin machine. Note that two opti
# specified [R L] - "Right" and "Lef
RewriteRule ™/ ~(.+) \

http://1 ogin. mycompany.

Redirect invalid URLs

TheRedi r ect directive, seen
resources that move. If resources
continually update the confi

ested resource (given by
exist (! -U
U*REQUEST_URI} !-U

A(.+) http://other.com $1
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Time is important

Suppose you want to redirect traffic based on the time of day. This might
be important for pages that service time information, where they might
want to show one page for AM and another for PM. This technique might
also apply for web sites that go down for maintenance routinely.

Again, thenmod_r ewr i t e module makes this trivial:

Rewr i t eEngi ne on

# condition: the hour and minute (taken frg
# variables) is between 8a AND 6p. Note t
# sequential conditions are, by defa
# together. Use the [O option to
Rewr i t eCond % TI VE_HOUR} %4 TI ME_M
Rewr i t eCond % TI ME_HOUR} %{ TI N

# show the normal, business
RewriteRul e Al'$ i ndex. M

# ot herw se, showthe
Rewrit eRul e NS

script named app. pl , but, to
ou don't want the users to know

eroot/ cgi - bi n/
.htm into app.pl, AND set the type to a

;‘app\ .htm$ app.pl [T=application/x-httpd-cgi]
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Chapter Summary

Thenmod_r ewr i t e module is perhaps the most powerful module
Apache has to offer. Without adoubt, it's also the most complicated.
Once you've mastered its syntax, you'll be able to rewrite URLs accordin
to your own specifications, taking into account server and environment
variables and other conditions. 4

e

The Rewriter works by hooking into Apache's multi-phase API.
per-server or per-directory context, themod_r ewr i t e modt!
URL and transforms it into another URL using conditions afo
specify conditions with the Rewr i t eCond directiv S

Rewri t eRul e URL.

In

Nik
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This page inteqti blank.
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Lab 1: Introduction

Part A (5 minutes)

Answer the following questions:
1. What is Apache, and who provides enhancements and fixes?

2. What are some of Apache's features?

3. How does Apache compare to other servers?‘ Q

Nik
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Lab 2: Apache Installation

Part A (10 minutes)

Answer the following questions:

1. Where can you find the latest enhancements, fixes, and
documentation for the Apache web server?

2. Suppose you want to set up a corporate Intranet site,Wwhere O

3. What isthe name of Apache'sc N script’
need to use it? -

at is the name of the

B (30,45 minutes)
hi t you to install the Apache server binary.
2.

IS
nload (or obtain from your Instructor) the Apache server
nary. If your architecture doesn't supply binaries, obtain the
source code.

If you're working with the source code (and not a packaged, pre-
built binary), uncompress, configure using the standard defaullts,
and build Apache.

3. Install the built binaries, either from the pre-built package or from
your built source code, overwriting any preexisting copies. Where
areht t pd andht t pd. conf placed?

4. Reviewtheht t pd. conf and verify that the every
LoadModul e hasacorresponding AddMbdul e directive.
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5. Makeacopy of theht t pd. conf fileand Storeit in asafe
location. You will use this saved copy in alater |ab.

6. Configure the server to start at boot. For example, use
chkconfi g on Red Hat Linux systems.

7. Start the server without rebooting the computer. Open a browser
tohttp://1 ocal host/ and verify the server is working

correctly.
8. Review thelog files. What information do you see?
9. Reboot your computer to verify that the server startsg ‘

Nik
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Lab 3: Apache Configuration

Part A (5 minutes)

Answer the following questions:

1. What's the difference, both conceptually and syntactically, b
simple and block directives?

2. Name two ways to configure a directory's par er

3. What are two ways Apache can provi
or buggy Apache servers?

"saf ets' far runaway

Part B (40 minutes)
This part asks you to co

and group ww. Do you need to
able or writeable by this user or group?

ify that only i ndex. ht M andi ndex. shtm ,inthat
rder, should be allowed index files.

6. Disable the user-specific web pages of r oot and www, and set the
default directory for all other usersto "web".

© International Technology Solutions Inc. 107 Apache_sw_1.3.14_9/10/01



7. Restart the server and verify that:

the server listens on both ports 80 and 8080 (e.g.,
http://1 ocal host: 8080).

the server doesn't allow you to view ther oot and www user's
web pages.

the server alows you to view the contents of users home
under their web directory.

the server only shows indexes when the files are
i ndex. html ori ndex. shtm , and alwaysi
first.
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Lab 4. Effectively Working with Apache

Part A (5 minutes)

Answer the following questions:
1. What are two ways to control Apache?

2. Which two logs does Apache write to by default? C
customize these 1ogs?

Part B (15 minutes)
This part asks you to work with the Ap. | script.

checking the same
find / -nane

the page, and shut the server down
y message? What does this say about the

\What differences does the status information show?

0 minutes)
is part asks you to configure logging.

1. Create anew custom log format called ever yt hi ng that
includes every format available. For example, the format string
couldbe"% % Y% % % % % % % % % %AJ
%v" . Format the message so that the information is clearly
recognizable.

2. Logtheeveryt hi ng formattol ogs/ everyt hi ng_| og.

3. Restart the server and access the server's homepage. How does the
information in this log differ from the standard logs?
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Lab 5: Virtual Hosts

Part A (10 minutes)

Answer the following questions:
1. What are the differences between IP address, name, and
dynamically- named virtual hosts? Q

2. What limitations can systems encounter while using

Part B (45 minutes)

127.0.0.1  conpag
127.0.0.1 r
127.0.0.1

Root directory is
s, youd have
ocs/ conpanyl, etc.

tories, put smple index.html files that will allow
inguish between directories. For example:

FEE>Conpany 1</ Tl TLE>
BODY>Thi s is conpany 1's page</BODY>

. Configure Apache to use name-based virtual hosts. Your IP
address should be 127.0.0.1.

5. Createthree Vi r t ual Host blocks that contain the following
directives: Ser ver Name, Docunent Root , Er r or Log, and
Cust onmLog. These directives should be set appropriately for
each virtual host.

6. Restart the server and verify you get separate pages for
www.company1.com, www.company2.com, and
WWWwW.company3.com.
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Part C (15 minutes)

This part asks you to replace all your work from Part B with dynamically-
named hosts.

1.

Configure Apacheto usethe Host : header to lookup canonical
names.

Use a custom log format that shows the virtual host in the vj
common (vconmmon) format.

Replace all the statically-declared Vi r t ual Host biBcke

Part Cwithasingle Vi r t ual Docunent Roo: di

Nik
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Lab 6: Advanced Configuration

Part A (5 minutes)

Answer the following questions:

1. What is an Apache handler?
2. What is content negotiation? Q:

Part B (15 minutes)

This part asks you to work with conditiopal directives.

1. Configure Apache to use your ev g log format (from

e to temporarily redirect / conpany1/ to
. conmpanyl. com andredirect/ conpany?2/ to

igure Apacheto alias/ conpany 3/ totheDocunent Root
I company3.

3. Compareaccesstohtt p:/ /| ocal host/ conpany3/ and
http://1 ocal host/conpanyl/. Isthereany difference?

4. Compareaccesstohttp:/ /| ocal host/ conpany3/ and
http://1 ocal host/conpany3. Isthere any difference?
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Lab 7: Performance and Security

Part A (5 minutes)

Answer the following questions:

1. What isthe single biggest physical requirement for aweb serve ‘

e S

2. Why does Apache not start spare servers immediatel
starts some, waits a second, starts more, etc?

3. Inwhat order does Apache apply Al and irectives?

Part B (45 minutes)

This part asks you to ache's performance settings. As
you change values, t ou al values so you can easily
restore them.

1. Partngr wi e neighior.

to 1, M nSpar eSer vers to 20, and
rvers to 20. Restart Apache. Do you notice any
start?

Spar eSer ver s to 200 and MaxSpar eSer ver s

e MaxRequest sPer Chi | d to 1. Restart Apache. Open
mpany1's homepage and reload the page rapidly. Do you notice
any performance drain on the server? Do you hear the computer's
hard drive working more than normal?

5. Drop KeepAl i veTi meout tol. Restart Apache and rapidly
reload the page. |s Apache's performance critically bad?

6. Experiment with these values to try and improve performance.
Are you able to distinguish between adequate and superior
performance?

7. Restore the valuesto their original settings.
8. Removethe entriesyou added to/ et ¢/ host s inLab 5, Part B.

9. Configure Apache to lookup host names.
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10. Have your partner change the entriesin hisor her / et ¢/ host s
fileto your IP address. For example, if your server's IP addressis
192.168.0.1, your partner's/ et ¢/ host s file would contain:

192.168. 0.1 conpanyl www. conpanyl. com
192.168. 0.1 conpany?2 WWW. conpany2. com
192.168. 0.1 conpany3 www. conpany3. com

12. Restrict name lookups to only files in the ;
http://ww. conpany?2. coni location. Hint:
<Locat i on> block directive.

13. Repest step 11. Isthere any improvement? Why or w

Part C (30 minutes)

This part asks you to configure Apache
partner with the same neighbor fropask:

' address.
Have your part

3. Alias/ doc/
4. Configure

er ect? Why or why not?

the access order for your server (configured in step
al | ow, deny. Isyour partner able to access the
ory now? Why or why not?

he configuration performed in step 4 to the configuration
ormed in step 1. Isyour partner able to accessthedoc/
directory now? Why or why not?
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Lab 8: URL Rewriting and Cumulative Lab

Part A (5 minutes)

Answer the following questions:

1. How doesthenod_r ewr i t e module process the configurati
given in the example on page 8-5? Draw a schematic.

Part B (90 minutes)

In this part, you will complete a lab that encomp everythir
learned so far.

1. Restorethehtt pd. conf filey

2. Limiting your review, implement

inL B, Step 5.
ing:

Y ou should only
RANOID variableis

. Lab 5, Part B, Steps 1-5. In
ould each run as separate users and
ompany1 could run as user coniL

nasuser cont.

e the virtual hosts and trandate the URL s using just the
ewr i t e functionality. Can you do everything with
d rewritethatheVirtual Host functionality givesyou?

allenge 1 (90 minutes)

1. Revisit the web server location schematic presented in Chapter 1.
Using just nrod_r ewr i t e, have the main web server, which is the
"externa" server on the untrusted network, retrieve data from an
internal host behind the firewall. Hint: the retrieval should happen
via proxy.

2. For the purposes of this part, it's only necessary to actually
configure the system; you don't need to test it -- ask your instructor
to verify your solution.
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